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2167543 

A Process for Conducting Secure Debit and Credit Transactions Over 
Long Distance Electronic Media* 



Abstract 

l*he i/rveutton is a process for causing capitis w<ikbii$ fo seamiulaieto a credit or dehie 
eard> over any Jung distance electronic medium, where tlic holder of (he credit or debil 
eard is not required to transmit the actual credit or debit card number > calher in Km 
encrypted or Jion-enciypted fornix ova- the said lon^ distant medium, iv the foregoing 
arj<1 hereinafter, "longdistance electronic medium" iind "long displace, electronic media'' 
. are defined as any electronic eomiet lion *hal uses either a non-dedicated crtrnmtimcatioiis 
cliaimel or is ^cater than 50 roites pti length, such as, l>ut not Limited to, the Internet. 
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The embodiments of the iiivenrtun in which an exclusive property or 
privilege is claimed are defined as follows; 



1 , A process, which may be, but is not nceeysuri ly, rn the. form of a computer program, 
for allowing swure long distance ductronic ttiedia credit or debit caul transactions, 
where "long distance electronic media' 1 is defined as any dccJronic connection that 
uses etilw a non-dedicated commwitations channel or is tfrwtfmr than 50 miku in 
Icngih. 

2, A process as defined i n ( Saim I > wherein a purchaser* credit oi' debit ear J 
information is deposited with a third, wid m some cases a fourth, participant. 

3, A process as defined in Claim 1 where charges or credits, as tlie case may be, arc 
entered into a purchasers charge- or debit aoeounC wiffioul requiring tlic transmittal of 
that purchaser* cner^-pt^d or non-cnciyptcd uctua! credit or debit card numbers «vai' 
long distance eleulronic media. 

4, A pwcw a* claimed in Claim 2 whew, the third, and fourth if Applicable, participants 
are neither the purchaser nut ihe seller in a purdiiirevsule transaction involving « 
purchaser and a suller, 

5, A /jracfiw as claimed in Claim 2 where the purchasers actual credit or debit caid 
mimheis, encrypted or nrin-enciyptcd, arc noC sent over any long disftmee electronic 
media, as delincxl in Claim 1 , in order lo be deposited with the third, arid in some 
cases tlic fauiQu participant. 
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Specification Xt 67 '5 ' *f'Z 



rhrs invention relates to an electronic- payment process lor making rcuurc dcoit or credit 
transactions over various long distance dectmnlc medio. Sl*ch fls, but not limited to< the 
Internet, The Internet is a rauidly-expaiiding world-wide computer network with over 20 
million users winch is expected to become a substantial puichasing forum over the 
cumiiui years, In particular, « suction of the Internet known as tiie World Wide Web 
("■WWW") j«r expiriencing tremendous growth rates due to its graphical user interface 
and ease of use. Already there are si gnilicant numbers of user* conducting business 
transactions and purchases on-line. Despite the tremendous commercial pOCcnChil of the 
Internet, studies have clearly sliown that users are very dissatisfied by a luck, of security in 
(heir transactions due fo the naf uic of tlie inidmlying networking technology employe J by 
(he Internet. This lack of security is by iar flic cnain concern of users wishing to conduct 
business on Ibe internal , 

The priinaiy security coticetn is that a credit and/or debit canl number uiul Personal 
Identification Number ("PIN V) could be intercepted by any number of unauthorised 
perrons on the erratic journey which flic credit or debit card number makes on its way 
from the user Co its destiny lion. This security issue is a major* fundamental obstacle in the 
drive to commercial Che Internet. niere is currently a significant amount oi' cuctgy 
being devoted to various encryption meJhods ijj Order Co secure (he transfer of 
confidential data over the Internet and other electronic media. Tte iUwt behind encryption 
is that i\ users credit card or debit card number is turned into a code using amy tbcmatjciil 
formula IhaJ ac (alike a lock, The usei' lias a unique key to the lock so the credit or debil 
card number cm be sent over the Internet and unlocked at the destination. Keys v«ry in 
cornpkxity but so far, *ll keys except for top-scciet military keys not available for use 
outside the USA, have proved vulnerable Co unKumuriacd decoding. My invention uses a 
ditTcicnt and unique appioach to transfer the value of the credit ur debit curd puymenl 
without the requircincnt of trtmsfciring the credit 01 debit card numbers themselves. 



\ 
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hevious methods fur attempting to provide secure debits or credits over fnng distance 
electronic media undivided into two categories; 

1 . conventional transaction methods;, and 

2. new style transaction methods. 

Conventional (ransucUon methods include: 

a) direct payment by ciedif or debit card o\cr Ihe Internet. This requires the user to 
transmit liis actual creditor debit card number over the Internet; 

b) selecting an ilem Irom a WorJd Wide Web ("WWW**) Page and then aiding a 
ehtxiue or money order for payment using physivuJ delivery of the payment 
instrument; and 

c} selecting an item from the WW then going off-line to telephone Ihc order in, 
again tiunsrniUin^ the actual credit or debit card number over electronic media. 

in ease V, research has shown that users <lo not want to transmit their credit caid 
information over- the Interne! and this create* a significant barrier to commerce, In wwst 
U W and V\the user itr subjected tn significant inconvenience due to tihe fact that the 
oidcring process is interrupted when flic user £oes oli-line 'Ihi.s rs also a significant 
barrier loon- fine commence, particularly wittirefcArd to impulse purchases. 

New Style transaction methods include: 

a) Digicash 

b) MetChex 

c) Kcash 

All of Uiese systems, liavc the disadvantage of either forcing the customer to open a 
speciaf bank account at a distant likely unJc nown, bank, or completing a complicated pre- 
registry process. In all cases Ihe user is substantially incotivcmeiiced, Currently, there is 
no dorniiianl payment .system for ijtteirict coimiuiee as Ihe entire industry is in its 
form titi ventages. 
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The Inventive Idea 

I have found that these disadvantages /ruiy be overcome by establishing a manual or 
automated process wherein a tbiril participant,, and in some cases a fomlli paiticipaut, 
ofticr flian Lhc credit or debit card holder or the vendor, is introduced info the transition 
loop. The IraiMACtion loop is defined as where a credit or debii car<j holder is purchasing 
wrrje(lriri£ from a vendor, and that the third, smd hi somt cases (he Ibiirtfi, participant's 
role is to collect up and transact debits or ert*KK tiS the case way he, on the credit 01 
debit card holders debit or ertxlil car J, or the mimbeis thejveon, tJiat ane held by tlx third 
participant,, or in wjirje ca&es the fourth participant, as a matter of lusiiicss course, The 
introduction of a thinl, and j'n some cases a fourth, participant mto (he Irajmeliwii bop 
allows the entire transaction to occur by utilizing the billing jryslcr/j thai is currently 
TOiilttil, or can <>e established^ with the third, or in some e^ses thr tcunh, participant 
wilhnnt having Co transmit, over long distance electronic- media, Ihe customers credit or 
debit card numbers. Since fti* actual eredil or debit card numbers are never tranafcrnod 
over lung, distance eleelronie media, they cannot be accessed by unauthorized persons and 
the IransaeLiun h hefil secuis to the threat of unauthorized usage due (o breaches ol" 
security of the etectronic media itself The underlying basis of the- invention is the 
understanding that in order for an entity Lo conduct transactions through, on, or over a 
long distance electronic medium, (h»t etilily must ir.seff Ive operating through, on, or ovcr 
that longdistance electronic media and if the entity is operating through, on, or over the 
Long distance electronic- media, it is likely that a hilling, pmcodiirc has been previously 
established ul flit piwul of the entities entiy onto the long distance eteulxonic inedi>i in 
order to charge the entity for access to tlie bn^distiinucdcctrvme media. 



Description uf the Invention 

Definitions; 

1 . The- "Client" is a process that eorTiTfimiicijlisfi inlorrnaLion to the SKKVfcR. 

2. The "SERVEi?" is 4 process that automates the overall function oflhu invention. 

3. "AP" means any entity, individual or corporate, which is (he enlry point 10 the long 
distance electronic media. 

4. "lout; distance electronic media" means any electronic coimcetior) ifiui u^e<< either 
a non-dedicated communications channel or i* %r«utvr than 50 mites in Icsigth. 
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The following in Jin explanation of the overall mvcmivi jirueess: 

1 . Customer notifies merchant of purchase request; 

2. Merchant notifrei; customer of ucecplcd request; 

3. Merciiam notifies the ftKUVHK of the order, by Clicm\ inducting, but not limited to, 
the following data: 

u) Merchant #; 

h) C Customer Ivmuil mldress; 

c) Invoice amount; 

d) Merchant Invoice #; 

(?) last Ibiir digits of client credit card fl ; 

4. 'Ihe SKKVERJottJs (ho request into its database, 

5. The. SKRVKk .sends n Client message (o (he customer notifying him of an imminent 
cJiarge to his ci^dit caid: 

a) if the customer notifies the SKRVhlK, by Client, that Ihc order is fraudulent, or he 
wants lo cancel the order, the SERVHK informs the merchant Clicnl lo strike flic 
order faun (he nicruhanl books and the SERVER also deletes the order from its 

b) if the customer does not notify the SKRVIvR of a Ifllsc oxder within 24 liours, then; 

6. The SERVER sends the order to tlie Al p , by Client, so tEie order am be billed lo the 
customers' charge card. 

The following duly is sent lo the A?; 

a) User \imaat Address: 

b) Killing amount; ami 

e) last 4 digits of the charge cord 4 (not (he whole number, just flic last four digits) 

7. When the AJ 1 receives the billing data via U»e Clicnl, he mulches the last four numbers 
of'tlic customers credit card numbers with those on rile; 

a) if (here is no match, or if the credit or debit inquest is rejected, Lbe- AP notifies Hie 
SERVER by Client, and (lie SERVER notifies the Mejchant, by Client, and sends 
a message to the customer, by Client, notifying him of flic problem; or 

b) if thcie is a match, the A I 1 hi lis the customer credit eur<l for (lie specified amount; 
S. Within a specified time period, the Al 1 sends, \\y a common delivery method, billed 

and paid proceeds to flie SERVER bank account; 

9. The AP notified by ClicnU (he SERVER as fo which customers bills have been paid; 

1 0. Upon receipt of funds of the paid customer bills to its bank account, the ShKVKK 
issues distribution instruction* to iU bank nr other institution, naiug a Client, 
instructing distribution of tlie funds to the appropriate meri^ianls; 

1 1 . The- Charge or Debit eard company bills the customer through traditional channels; 

12. The merchant ships ihe niercrnrndiw, 

Tlie afbrcmaitioncd steps comprise a process of allowing transactions to occur over 
long distance electronic media without transferring actual encjypted or non-encrypted 
ecedil or debit curd numbers over (he longdistance electronic, media. This improvement 
over the current method* of conducting, irtiTiswctiony o\er long distance electronic media 
if my invention. 
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Gruplik Depiction of a Process fur Conducting Secure Debit or Credit 
Tr;in suctions Over Elect ionic Media, 

Drawn by the invdrilor James Durwyril 
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